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ABSTRACT  

This paper investigates the effect of double-exclusive OR operation in triple data encryption algorithms. There 

is an increase in hacker threat problems on web servers, despite the existing Cyber security techniques on web 

servers. Other researchers study the challenges and issues in web security without any provision of a system 

that will mitigate the hackers' actions in solving the identified web security problems. A robust web server must 

be built to protect sensitive and confidential data from unauthorized users by building an encryption standard. 

The method employed involves the design of triple data encryption algorithms (TDEA) with double exclusive 

OR operation that uses three and two keys. These keys operate on data thrice more than data encryption does. 

The results obtained reveal that the triple data encryption algorithm with double exclusive OR (DXOR) 

execution speed was faster than the triple data encryption algorithm without DXOR and it also consumes more 

memory to initialize the subkeys than the TDEA without DXOR. Also, it is observed from the results that for a 

file size of 1 MB and 15MB the average response time for data encryption algorithm (DEA) are 0.15 and 2.13 

seconds respectively. In conclusion, the effect of double exclusive OR operation in existing triple data 

encryption algorithms was investigated to improve the security and avalanche features of the conventional data 

encryption standards.  

Keywords: Double exclusive OR, Encryption, Symmetric encryption algorithm, Triple data encryption 

algorithm, Web server

INTRODUCTION 

Despite numerous existing data security solutions, 

the problem of digital theft and electronic hacking 

has led to apathy in the usage of internet technology. 

This is because the delicacies of human 

relationships, such as reciprocal trust in electronic 

relationships are not usually recognized. Currently, 

data security and electronic media are used for the 

majority of communication (Devanshu, 2018). 

 Data management in computer networks and 

communication technologies is urgently needed and 

public communication networks must be used to 

exchange information. Millions of people create and 

exchange massive amounts of information every 

day via the internet in a variety of disciplines 

including banking services, legal and financial 

documents and medical reports (Tiago and Carlos, 

2016). 

The data encryption algorithm uses substitution and 

transposition techniques to repeat a simple 

operation. Private key encryption is the algorithm 

that uses just one key for both encryption and 

decryption. The lifetime of the key in conventional 

cryptography used for data encryption is equal to the 

lifetime of the transaction. The data encryption 

standard (DES) key is an 8-bit string that has a 7-bit 

key and a parity bit on each bit (Arunima et al., 
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2014). The DES algorithm divides the primary text 

into 64-bit blocks during cryptography. This 

algorithm encrypts characters one at a time using a 

block that is divided in half. Under key control, 

characters are permuted 16 times to create an 

encrypted 64-bit text (Hamdan et al., 2010). 

Due to its considerable key length which is longer 

than most key lengths associated with other 

encryption modes, the triple data encryption 

algorithm is favorable. However, the National 

Institute of Standards and Technology (NIST) 

replaced the DES algorithm with the advanced 

encryption standard (AES). Three separate DES are 

used on the same plain text in the triple data 

encryption standard. This is how the selection 

strategy works and it makes use of three different 

kinds of keys. However, all previously used keys are 

unique while two keys are identical, one key is 

unique and three keys are identical (Akshitha et al., 

2020). 

The triple data encryption standard, which is derived 

from a single DES, encrypts input data three times 

and uses three sub-keys and key padding. The keys 

must be extended to 64 bits in length. This 

technology is covered under the ANSIX9.52 

standards (Marwa et al., 2016). However, to provide 

good data security and privacy, an additional XOR 

operation is used in this paper to perform an 

exclusive logical operation between the left plain 

text and the right plain text.  The triple data 

encryption standard (Triple-DES) algorithm makes 

use of the data encryption standard block three times 

to increase the key size to 192 bits while 

strengthening the encryption and decryption 

strength of DES. By obtaining the keys the 

dependability of the data can be improved over time 

(Mohamed and Yousef, 2014). 

The DES algorithm structure is based on the Feistel 

function that divides the block into two halves. The 

function (f) was based on the four stages such as 

expansion, key mixing, substitution and 

permutation. The number of rounds applied for the 

DES is 16 and was used for the processing to 

encrypt the message. 64 bits that are a function of 

the input message and the key make up the output 

after 16 rounds (Kong, 2016). DES is mostly used 

for information sharing in the financial sector and 

the military. This is because the DES uses a 56-bit 

key and security is a big concern because 

cryptanalysts are attempting to decipher an 

encrypted message through key exhaustion 

(Albrecht et al., 2016). 

Kaur and Kumari (2014) carried out a research study 

to establish database encryption web applications 

using the transposition substitution folding shifting 

(TSFS) algorithm. This encryption algorithm was a 

systematic database encryption algorithm that was 

enlarged to provide high security. The research 

experiment revealed that the enhanced TSFS 

encryption algorithm performs data encryption 

standard algorithm and advanced standard 

encryption algorithm in terms of query executed 

time and database added size. The shortcoming was 

that the TSFS encryption was not evaluated in terms 

of the data transmission on the virtual network to 

determine its strength in protecting data from 

hackers. 

According to Prapulla et al. (2017), research was 

conducted on mobile agent data security that 

employed triple data encryption standards. The 

research work was mainly concentrated on an agent-

based network without the implementation of web-

based applications. Thus Smitha, (2018) employed 

cloud computing research for future-generation 

technology where users can keep their data based on 

the requirements. The author made use of advanced 

encryption standards as a symmetric cryptographic 

algorithm to handle cloud data insecurity. The 

results indicated that the proposed triple data 
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encryption algorithm has performed advanced 

encryption standards in cloud computing and data 

security. There is an increase in hacker threats on the 

web server. The objective is to investigate the effect 

of double exclusive OR operation to strengthen the 

performance of data security in the triple data 

encryption algorithm. 

MATERIALS AND METHOD 

The materials used in this paper are a window-based 

system with 32GB of memory and an Intel i74770 

3.4GHz CPU, Visual Studio IDE for coding, 

MATLAB/Simulink, IDE application for simulation 

and validation, developer C++ and a virtual web 

server for system demonstration. The method used 

involves the design of a triple data encryption 

algorithm generated from simulation with double 

exclusive OR operation using three and two keys. 

The triple data encryption algorithm with double 

exclusive OR operation with three keys implements 

thrice what the data encryption algorithm normally 

implements once with three different sets of keys, 

namely K1, K2 and K3 at each DEA process. Again, 

it performs the data encryption algorithm on the 

original text using K1 to get the encrypted text and 

also performs the data encryption algorithm text 

with a different key K2. Finally, it performs the data 

encryption algorithm on the second cipher text to get 

the third cipher text at each of the three DEA 

operations and the operation of the exclusive OR 

was performed twice. 

However, the triple data encryption algorithm with 

double exclusive OR operation with two keys does 

thrice what the data encryption algorithm normally 

does once. Also, it encrypts the plain text with key 

K1 and the next step involves a decryption of the 

output cipher text with key K2 to obtain the output 

of the second cipher text. Again, the output of the 

second cipher text was encrypted using key K1 to 

form the output of the third cipher text and key K1 

was used to perform DEA twice on each of the 

original plain text and the second cipher text. 

The implementation of the double exclusive 

operation at each round in the data encryption 

algorithm involves two processes. The first XOR 

operation occurs between the initial left plain text 

(LPT) and the initial right plain text (RPT) to form 

the new left plain text and the new right plain text. 

The second XOR operation occurs between the 

output of a permutation operation leading to a 48-bit 

right plain text and the initial left plain text to form 

the new right plain text at round 1. The second XOR 

operation occurs between the results of the P-box 

permutation and the initial left plain text before 

switching.  Figure 1 shows the flowchart of a double 

exclusive OR operation at each of the 16 rounds of 

a data encryption algorithm. 

RESULTS AND DISCUSSION  

The developed double XOR algorithm was 

implemented in the data encryption algorithm 

scheme and the results were compared with the 

triple encryption algorithm with 3 and 2 keys using 

file sizes ranging from 1 MB to 15 MB. For security 

evaluation, the avalanche effect security metric was 

compared. The performance evaluation of the data 

encryption algorithm and the number of times the 

process was applied was based on execution speed 

using different memory sizes.  

In this paper, the memory size is from 100 MB to 

1200 MB. Data encryption and the triple data 

encryption algorithm with and without a double 

XOR operation were all checked for execution 

speed. The encryption follows a series of 

compression, division, permutation and 

combination processes. At the end of the initial 

permutation, the expanded right plain text is 

exclusive ORed with each available key for each of 

the 16 rounds. Figure 2 shows the double exclusive 

OR data encryption standard algorithm. 
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Figure 1: Flow chart of the data encryption and decryption in the data encryption algorithm 

Table 1: Results obtained from the Double Exclusive OR operation 
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Figure 2: Double Exclusive OR Data Encryption Standard Algorithm 

Table 2: Memory size and execution time algorithm 

 

In Figure 3, it was observed that during the time taken 

for encryption, the data encryption algorithm executes 

faster than the single-stage DEA in the algorithm.  

Again, for the triple DEA with and without double XOR, 

it was observed that the implementation of the double 

XOR operation reduced the execution time of TDEA. 

Also, during the execution time of TDEA, (2KEYS) + 

DXOR almost matches the runtime of DEA. The results 

indicate that TDEA with DXOR executes at a speed 

faster than TDEA without DXOR. Again, TDEA with 

DXOR consumes more memory to initialize the subkey 

and s-box than TDEA without DXOR. Figure 4 

indicates the data encryption standard algorithm. 

 EXECUTION TIME 

MEMORY 

SIZE 

DEA TDEA (3 

KEYS) 

TDEA (3 

KEYS)+DXOR 

TDEA (2 

KEYS) 

TDEA (2 

KEYS)+DXOR 

96 1.5321 1.9883 1.6937 1.7881 1.5321 

224 1.5021 1.7331 1.6411 1.7101 1.5320 

352 1.4921 1.7213 1.6391 1.7093 1.5221 

480 1.5021 1.7330 1.6321 1.7091 1.5111 

608 1.4921 1.7213 1.6293 1.7023 1.5101 

736 1.4881 1.7119 1.6221 1.7023 1.5221 

992 1.4921 1.7213 1.6221 1.7003 1.5101 

1120 1.4881 1.7213 1.6201 1.7023 1.5011 
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Figure 3: Plot of runtime against memory size 

 

Figure 4: Data encryption standard algorithm 

 

Figure 5: Encryption algorithm 
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Figure 5 shows the encryption algorithm and Figure 6 also shows the decryption algorithm. 

 

Figure 6: Decryption algorithm 

Table 3: Estimated encryption time of file 

File size 

(KB) 

DEA TDEA (3 

KEYS) 

TDEA (2 

KEYS) 

TDEA (3 

KEYS)+DXOR 

TDEA (2 

KEYS)+DXOR 

32 0.193 0.6031 0.4521 0.5310 0.410 

126 0.372 1.132 1.0310 0.9231 0.710 

200 0.413 1.533 1.3774 1.1856 0.9310 

246 0.473 1.843 1.632 1.420 1.3471 

280 0.610 2.2110 1.8931 1.5210 1.2011 

300 0.673 2.530 2.1832 1.600 1.3128 

 

 

Figure 7: Plot of encryption time against file size for DEA algorithms 
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The implementation of the double XOR operation 

shows a higher avalanche effect than the DEA 

without double XOR operation. The reason is that 

after the end of the 16 rounds of operation, it 

provides the generation of a new LPT other than the 

original plain text. The operation of XOR between 

the LPT and RPT gave a unique structure to the 

process and also helped to strengthen the algorithm. 

It is observed that the double XOR operation will 

increase execution time and also help to reduce the 

time taken in the final permutation. Therefore, it 

reduces the time that would be taken to do tedious 

permutation by the computer carrying out the 

encryption. DEA is a better choice where less 

memory is required but as memory becomes needed, 

the TDEA with DXOR becomes the best. The results 

show that the encryption time of DEA is less than 

TDEA and with the implementation of DXOR, the 

execution time becomes reduced with an increase in 

the strength of the algorithm. Figure 8 shows the 

triple data encryption algorithm used in this work. 

 

Figure 8: Triple data encryption algorithm 

Table 4: Data file size and memory size 

DATA FILE 

SIZE(BYTES) 

DEA TDEA (3 

KEYS) 

TDEA (3 

KEYS)+DXOR 

TDEA (2 

KEYS) 

TDEA (2 

KEYS)+DXOR 

100 1200 1200 1200 1200 1200 

200 1400 2000 1900 1600 1500 

300 1200 1900 1900 1600 1500 

400 1400 2800 2500 2000 1800 

500 1200 2600 2500 2300 1800 

600 1400 3000 2500 2300 1800 

700 1400 3000 2500 2300 1800 

800 1300 2300 2500 1900 1800 

900 1300 2700 2200 2100 1400 

1000 1200 2700 2200 2100 1400 
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Figure 9: Plot of memory usage against data file size 

Table 5:  Average response time for data encryption algorithm 

 

Figure 10: Bar chart showing average response time for data encryption algorithm at selected file size 
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The memory usage of each algorithm produces 

more performance at smaller memory sizes of 1200 

to 3000 bytes for selected data sizes. Table 4 shows 

the memory usage against data file size for each of 

the algorithms during encryption. Figure 9 shows 

that more memory has been used during encryption 

by TDEA algorithm compared to DEA. The 

implementation of DXOR operation in the TDEA 

algorithm reduces memory usage during execution. 

It was observed that the data encryption algorithm 

has a better response time as the file size increases. 

Also, when the security strength of the triple data 

encryption algorithm (TDEA) was compared with 

DXOR operation, the TDEA (2KEY) + DXOR was 

better than TDEA. It is also observed from the plot 

that at 1MB of file size, DEA had the lowest value 

of average response time of 0.2s while TDEA 

(3KEYS) had the highest value of 0.5s. Again, at 

5MB, DEA had the lowest value of average 

response time of 0.5s while TDEA (3KEYS) had the 

highest value of 1.6s. Also, at 10MB, DEA had the 

lowest value of average response time of 1.4s while 

TDEA (3KEYS) had the highest value of 4.0s. 

Again, at 15MB, DEA had the lowest value of 

average response time of 2.1s while TDEA 

(3KEYS) had the highest value of 6.5s.    

CONCLUSION 

Triple Data encryption algorithm with double 

exclusive OR using two keys was the best option in 

applications where security is the major factor. DEA 

provides great performance if speed is required 

during encryption and decryption when using large 

data. 

Based on the performance evaluation, the results of 

DEA, TDEA (3KEYS), TDEA (2KEYS), TDEA 

(3KEYS) + DXOR and TDEA (2KEYS) + DXOR 

were compared and it was observed that the 

optimized triple data encryption algorithm provide 

more security based on the availability of the 

resources. 

 However, based on the comparison between the 

symmetric block ciphers, the TDEA (2KEYS) + 

DXOR was the most suitable candidate for security 

and has the potential for further development due to 

a significant advantage in memory, encryption, and 

decryption time.  
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