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Multimodal biometric systems have garnered significant interest from researchers
owing to their applicability in security and access control. Despite the development
of numerous score-level fusion techniques for multimodal biometrics, most of
them have concentrated solely on enhancing fusion accuracy, neglecting the
potential advantages of various score-level techniques. This research investigates
the comparative performance of four different score-level fusion approaches for
multimodal recognition of combined face and fingerprint biometrics: Product
rule, Weighted Sum rule, Simple Sum rule, and Max rule methods. Five hundred
and seventy (570) sample images from 190 students of Ladoke Akintola University
of Technology (LAUTECH), Ogbomoso, used in this study were acquired using a
CMITech camera for faces and digital personnel for fingerprints, respectively. The
images consist of three (3) samples of each biometric trait. Three hundred and
forty-two (342) images of these traits were used for training while two hundred
and twenty-eight (228) images were used for testing. The acquired images were
pre-processed using histogram equalization, features extraction was done using
Principal Component Analysis. Euclidian distance and Manhattan distance were
used for generating the matching score of face and fingerprint feature,
respectively while Min-max was used to normalize each score. The fused score of
each technique was used for identification. The results obtained was evaluated
using False Acceptance Rate (FAR), False Rejection Rate (FRR), Recognition
Accuracy (RA) and Recognition Time (RT). Experimental results revealed that the
Weighted Sum Rule outperformed other techniques, achieving a FAR of 1.75%,
FRR of 5.85%, RA of 95.18%, and RT of 56.12 seconds. Comparatively, the
Product Rule, Simple Sum Rule, and Max Rule demonstrated lower performance
metrics. This study underscores the efficacy of the Weighted Sum Rule as a
superior score-level fusion technique for developing advanced multimodal
biometric systems, particularly in applications requiring high security and
reliability.

INTRODUCTION

Biometric systems have become increasingly

authentication (Aarohi et.al., 2015; Adedeji et al.,
2021). However, uni-biometric systems, which rely

on a single biometric trait, often fall short in

important in the technologically advanced world,
addressing security concerns such as ATM PIN
theft. These systems use unique physical or

behavioural characteristics of an individual for
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representing subjects and preventing spoofs. To

overcome these limitations, multi-biometric

systems have been developed (Liang et al., 2016;
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Adedeji et al., 2021). These systems integrate
multiple biometric modalities, such as face,
fingerprint, and iris recognition, to enhance security
and accuracy. Multi-biometric systems offer several
advantages, including improved subject
representation and discrimination, enhanced spoof
prevention, increased accuracy and reliability, and
like
variability, interclass similarity, and sensitivity to

noise (Mondal and Kaur, 2016; Haider et al., 2020).

the ability to address issues intra-class

Information fusion in multi-biometric systems can
occur at four stages: sensor, feature, score, and

decision. The score fusion stage is generally

preferred by researchers as it provides an
appropriate  trade-off  between  ease  of
implementation and information preservation

(Kolivand et al., 2023; Okediran and Oguntoye,
2023). Various techniques have been employed for
score-level fusion, broadly categorized into rule-
based fusion (e.g., sum rule, product rule, weighted
sum rule) and classification-based fusion (e.g.,
Support Vector Machine, Bayesian classifier, neural
networks) (Ross and Jain, 2003; Aarohi, et. al.,
2015; Ola et al., 2020). By effectively combining
the discriminative power of multiple biometric
traits, multi-biometric systems based on score
fusion can overcome the limitations of individual
traits and lead to better overall performance in
biometric authentication (Liang et al., 2016; Yang
etal., 2023).

A significant amount of score-level fusion
techniques have been proposed in recent studies.
Most of these studies achieved a very promising
performance but focused majorly on increasing the
fusion accuracy (Ross and Jain, 2003, Aguilar et al.,
2003). Also, the reported performances from
different attempts are not directly comparable,
because the databases used for evaluations are
different in size and quality, and these have a direct

impact on performance. Therefore, it is difficult for
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one to choose the best fusion method (Bolle, et al.,
2008, Xue and Titterington, 2008). This research
intends to combine face and fingerprint biometrics
at the score fusion level and carry out a comparative
analysis on four fusion techniques (i.e. Product rule,
Weighted Sum Rule, Simple Sum rule and Max
rule) concerning both fusion accuracy and
computational requirement (processing time) using
the same database. The comparison of these fusion
techniques will provide comprehensive guidance for
selecting an appropriate strategy for a particular
application. This study seeks to provide empirical
evidence to identify the most effective score fusion
technique,

evaluating its performance against

alternative methods.
LITERATURE REVIEW

Biometrics is the science of establishing the identity
of a person based on “Who you are,” which refers to
physiological characteristics such as fingerprints,
iris, or face, and “What you produce,” which refers
to behavioural patterns like voice or signature
(Adetunji et al., 2015). These characteristics, known
as biometric modalities, have been extensively used
in security systems for automatic recognition (Poh
and Bengio, 2006). Similarly, Omidiora et al.
(2008)
identifying people by “who they are” and not by

described  biometric  techniques as

“what they have” or “what they know.”

The choice of a biometric trait for any application
depends on several factors beyond matching
performance and accuracy (Adetunji et al., 2018).
According to Jain et al. (2004), biometric traits
should  satisfy

permanence,

universality,  distinctiveness,

and collectability requirements.
Additionally, practical applications should consider
performance, acceptability, and circumvention to
ensure biometric systems are efficient and secure
(Abolade et al, 2022; Atanda et al., 2023; Sijuade et

al., 2024). Unimodal biometric systems, which rely
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on a single biometric trait, are the simplest method
for biometric recognition. However, they face
several limitations, including noisy data, intra-class
variations, non-universality, and vulnerability to
spoof attacks (Ross and Jain, 2003; Olayiwola et al.,
2023). As a result, researchers have advocated for
multimodal biometric systems, which combine
multiple biometric traits to improve recognition
accuracy, security, and robustness (Jain et al., 2006;
Sanjekar and Patil, 2013).

Multimodal biometric systems fuse data from
different sources at various levels, including feature
extraction, matching scores, and decision levels
(Jain et al., 2005). However, score-level fusion has
been identified as the most appropriate and effective
method for multimodal systems, as it balances the
richness of information with ease of implementation
(Indovina et al., 2003). The scores from different
must first be normalized

modalities using

techniques such as Min-Max or Z-Score
normalization to bring them into a common domain

(Jain et al., 2005; Snelick et al., 2005).

Several score-level fusion techniques, such as Sum
Rule, Product Rule, Min Rule, and Max Rule, have
been explored to combine the matching scores
effectively. The Sum Rule computes a fused score
by adding the scores from all modalities, while the
Product Rule multiplies the scores. These methods
are simple and computationally efficient but vary in
performance depending on the biometric traits
involved (Snelick et al., 2003; Shakhnarovich and
Darrell, 2002). Other approaches include the
Weighted Sum Rule, which assigns weights to
different traits based on their importance, and
machine learning techniques like Support Vector
Machines (SVMs) and Multi-Layer Perceptrons
(MLPs) for more sophisticated score fusion (Jain
and Ross, 2002; Czyz et al., 2003). Empirical
studies (Ribaric et al., 2003; Peng et al., 2020) have

shown that multimodal systems using score-level
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fusion  significantly  improve  recognition
performance compared to unimodal systems. For
(2015)

demonstrated that a multimodal system combining

instance, Rani and Shanmugalakshmi
palmprint and finger knuckle print with score-level
fusion yielded higher accuracy and lower error rates
than unimodal systems. Similarly, Silva et al. (2018)
reported state-of-the-art results using Particle
Swarm Optimization for feature fusion in the iris
and periocular recognition tasks. Other applicable
optimization techniques are discussed in Ola et al.

(2017) and Ola et al. (2019).

Given the effectiveness of score-level fusion, this
research aims to conduct a comparative analysis of
four selected fusion techniques. Product Rule,
Weighted Sum Rule, Simple Sum Rule, and Max

Rule for both fusion accuracy and recognition time.
METHODOLOGY

This study involves the comparative analysis of
and
The

stages involved include face and fingerprint datasets

score-level fusion techniques in face

fingerprint-based multi-biometric systems.

acquisition, preprocessing, feature extraction using
Principal Component Analysis (PCA), generating
matching scores using Euclidian distance and
Manhattan distance, normalization of scores using
Min-max, fusing normalized scores using various
techniques, and identifying subjects as genuine
users or impostors using the fused score. The fused
score was used for identification. Figure 1 illustrates

the Scheme of this study.

Multi-Biometric Data Acquisition

This phase involves the acquisition of facial and
fingerprint datasets. Facial data were collected from
LAUTECH students using a CMITech camera,
while fingerprint data were obtained using a Digital
Persona scanner. The face and the fingerprint of
each subject were stored correspondingly. Three

face and fingerprint samples were collected from
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190 students, resulting in 570 images per trait. Of

these, 342 were used for training and 228 for testing

| Face |

¥

per trait.

Pre-processing

Feature Extraction
Using PCA

L J

Generating Matching
Score

|

Normalization of the
matching score

Y L4

Fusing Matching Score
Using Fusion Techniques

A J

Identification Using
Fused Maiching Score

|

Result Evaluation

Figure 1: The Scheme of the Study

Pre-processing phase

Pre-processing involves actions such as image
brightness, contrast adjustment, image scaling,
cropping,
enhance images, carried out for both fingerprint and

filtering, and other operations that
face datasets before feature extraction. For the

fingerprint  dataset, pre-processing included
enhancement to suppress noise and enhance ridge-
valley structures, detection of the region of interest
to discard background data, binarizing to convert

images to black and white, thinning to reduce ridge
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thickness to one pixel wide, and normalization using
histogram equalization to standardize grayscale
variations and enhance contrast. The face dataset
underwent conversion of coloured images from
three-dimensional form to grayscale and
normalization, where the grayscale images were
expressed as matrices in MATLAB and converted
to vector images for processing, with histogram
equalization applied to improve contrast and

brightness for clearer facial features.
Feature Extraction

The features of the pre-processed face datasets and
fingerprint datasets were extracted using Principal
Component Analysis (PCA). A significant set of key
parameters that best describe the face and
fingerprint features were extracted using PCA,
which retrieved relevant features by removing
redundant and irrelevant features without losing
useful information from the face and fingerprint
dataset. For the fingerprint dataset, this stage is
otherwise known as Minutiae Extraction, where the
endings and bifurcations of the fingerprint images
are known as the minutiae. Minutiae detection was
conducted to accurately extract distinctive minutiae
features, while the Principal Component Analysis
(PCA)

extraction.

technique was employed for feature

PCA utilized statistical methods to
determine the optimal projection bases, effectively
distinguishing between genuine minutiae regions
and false minutiae regions. Similarly, for the face
dataset, relevant information was extracted from the
face such as the eyebrows, the eyelids, the nose, the
cheeks, and the lips, with PCA employed to extract
features and reduce the dimension sizes of images to
form Eigenfaces. The PCA method uses the
statistical distribution of input samples to find the
best projection bases, and its advantages include the
orthogonality of principal eigenvectors that
represent the directions of maximum variation,

speeding up the convergence of model training and
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improving system performance. The Principal
Component Analysis (PCA) technique was applied
following Adetunji et al. (2018).

Matching Phase

In this study, the matching module compared the
extracted feature set with stored templates using a
classifier or matching algorithm to generate
matching scores. In the decision module, these
matching scores were utilized to either identify an
enrolled user or verify a user's identity. The face and
fingerprint features extracted wusing Principal
Component Analysis (PCA) were input into the
matching module, where their respective matching
scores were computed and subsequently fused using

the fusion techniques considered in the study.

The matching score for the face feature was

computed using Euclidean distance, while
Manhattan distance was applied to the fingerprint
feature. The matches aligned the extracted features
with their corresponding templates in the database
and generated matching scores. For face
recognition, the matching process between the test
face feature template and the stored templates in the
system database was performed using the Euclidean

distance, mathematically expressed as:

Zn:(}’i - x;)?

For fingerprint recognition, the matching process

Sface(x'y) = (1

between the test fingerprint feature template and the
stored templates was executed using the Manhattan
distance, defined as:

n
SpprimeC6y) = Y I =yl @

i=1
Following the matching phase, various threshold
points were determined, and based on the score

values, multiple performance evaluation metrics
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were computed to assess the effectiveness of the

biometric system.

Score Normalization

The normalization of the face and fingerprint
matching score represented as S¢,ce and Sgpyine Was
achieved using Min-max. This rule retained the
distribution, was sensitive to outliers, and mapped
the scores into a common range. Normalization was
essential to ensure consistency among the match
scores generated by different matches, as they might
not be homogeneous. The scores were scaled to the
interval [0,1] while preserving the original
distribution of matching scores, thereby maintaining
the relative ranking of matches. The normalization
is given by:

Stace — Min (Sgace)

s = : 3)
face max (Sface) — min (Sface)

Sfprint — min (Sfprint)
max (Sfprint) — min (Sfprint)

S]:print = (4)

where Sgqce and Sepine are the matching scores
obtained from face and fingerprint modalities,
respectively. min (Sgqc.) and max (Sgqc.) are the
minimum and maximum scores for face traits and
the

and are

min (Sfprint) max (Sfprint)
corresponding values obtained from the fingerprint

trait.

Score Level Fusion Techniques
The study investigated the performance of the

following score-level fusion techniques:

Simple Sum Rule

The sum rule combines the normalized face (S ..)
and fingerprint (Sf,.in) SCOres corresponding to a
particular individual by applying the sum rule on the
scores for fusion. The sum rule is very simple and
computationally efficient. It gives both face and
fingerprint biometric traits to be fused equal
importance. The mathematical representation for the

sum rule that was used is given in Equation 5.



Akintunde et al. /LAUTECH Journal of Engineering and Technology 19 (1) 2025: 128-141

Sfus = F(S;ace'S;print) = S;ace + S}print (5)

Where Sy, is the fused score, Sf,. and St are

the normalised scores of face and fingerprint models

respectively.

Product Rule
The product rule combines the normalized face
(S;ace)

corresponding to a particular individual by applying

and  fingerprint  (Sf,pine) ~ SCOrES
the product rule on the scores for fusion. The
product rule is very simple and computationally
efficient. The mathematical representation for the

product rule is given in equation 6.

Sfus = F(S;ace'sjiprint) = S;ace * Sf,print (6)

Where, S, is the fused score,S;,c. and S, are

the normalised scores of face and fingerprint

models, respectively.

Weighted Sum Rule

Weighted Sum Rule computes the combined score
as a weighted sum of both normalized faces (S;qc.)
and fingerprint (Sf,,.in,) Scores. The weighted sum
rule was employed to evaluate the best performance
under linear combination. Firstly, each normalized
score was multiplied by the corresponding weight of
its modality. Secondly, the multiplication results
were added together to produce the fused score. The
weights per trait were computed based on the
accuracy of each score. If a; was the accuracy of the
face score and a,was the accuracy of the fingerprint

score, then the weights were calculated as:

W, % 7

face — a, + a, ( )
a;

Wfprint = a, +a, ®

with the constraint Wrqeo + Weprine = 1, and the

fusion score is computed in equation 9.

Sfus = Wface * S;ace + Wfprint * S}print (9)
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Where Wyace and Wep,im,e are weights of face and

fingerprint traits, respectively.

Max Rule:
The max rule combines both normalized faces
(Sf’ace) (S/Cprint)

corresponding to a particular individual by selecting

and  fingerprint scores
maximum of the scores that come for fusion. Max
rule is very simple and computationally efficient.
This rule also forces the score of only one biometric
to be used for fusion. Mathematical representation

for the max rule is given in equation 10.

Sfus = mnax (S;ace 'Sflprint) (10)

Where, S, is the fused score,Sf,c. and Sy, are
the normalised scores of face and fingerprint models
respectively. The procedure is
Algorithm 1.

depicted in

Decision Module

The fused matching score from each of the fusion
techniques was used to identify a user as either
genuine or impostor.  The fused score Sy, was
compared to a pre-specified threshold (th). If Sg, s >
th, then the user is identified to be genuine
otherwise an impostor. The decision function

defined in Equation (11) verifies the identity.

Decision(Squ) =

if Spus > th

{Accept (Genuine),
Reject(Impostor), otherwise

(11)

Implementation for training and testing

There were two phases in the implementation of the
score fusion techniques in this study. These included
the learning (training) phase and the testing phase.
The performance of each technique was evaluated
using the aforementioned performance metrics and
compared. In the learning (training) phase, the
training dataset underwent a pre-processing stage
after which PCA was used for dimension reduction

and extraction of face and finger features.
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Algorithm 1: Fusion of Face and Fingerprint Traits at Score Level.

1. for each fusion per User do

2. for each User do

3. if face then

4, Stace < Euclidian Distance{Face Score Generation}
5. Else

6. Stprine « Manhattan distance{Fingerprint Score Generation}
7. end if

8. end for

9. for each score do

10. if S¢qce then

11. Sface — Normalization (Ssac.)

12. Else

13. Stprine < Normalization (Sgpyin;)

14. end if

15. end for

16. Stus < F(Sfaces Syprine) {fuse score based on selected techniques}
17. If S¢us > threshold then

18. Identify the user as Genuine

19. Else

20. Identify the user as Impostor

21, end if

22. end for

The trained dataset was stored in the face and
fingerprint gallery. During the testing phase, the
input dataset underwent the pre-processing stage
after which PCA was used for dimension reduction
and extraction of face and fingerprint features.
Euclidian distance and Manhattan distance were
used to perform similarity measurements for face
and fingerprint features in the gallery, respectively.
The matching score for the face and fingerprint trait

was normalized using the min-max rule.

The normalized matching scores were fused using
any of the fusion techniques (i.e. Product rule,
Weighted Sum Rule, Simple Sum rule and Max

rule). Figure 2 depicts the stepwise procedure of the
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training and testing phases. ~ Moreover, Figure 3
depicts the developed Graphical User Interface
(GUI).
developed with a real-time database consisting of

MATLAB

The interactive GUI application was

both face and fingerprint datasets.
R2018a was used for implementation on a computer

system with high specifications.
Performance Evaluation

The performance of the investigated score-level
fusion techniques in a multi-biometric system was
evaluated by calculating the False Acceptance Rate
(FAR), Equal Error Rate (EER), False Rejection
Rate (FRR), and Genuine Acceptance Rate (GAR)
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Figure 2: The process flow for the training and testing phase
(4 designGUI
MULTIMODAL BIOMETRIC RECOGNITION SYSTEM
No of Data: 1 32 | n1 Face Fingerprint Choose Fusion Type
— S (O Simple Sum () Product
s \
V__"r—-‘_‘-‘\\\\ (®) Weighted Sum () Maximum
Threshold Value: 0.2 [Jrace
ﬁ‘\ []FINGERPRINT
S FA_FINGERPRINT ~
FE Train FE Test Cropped ‘ “Dimensions 0| U i
Classify
Display Result
1 2 3 4 5 6 1 2
0 0 0 0 0 ~ 1
0 0 0 0 0 2
0 0 0 0 0 3
) 0 0 0 0 0 . o 4 Plot
Load | Clear Table | Contrast Enhancement using Histogram Equalisation Load
Save result

Figure 3: Graphical User Interface (GUI) showing training phase sample of Face and Fingerprint

at various thresholds. These metrics were computed
all possible genuine and impostor to the threshold () where FAR(1) = FRR(n). GAR

by generating

matching scores and then setting a threshold for

deciding whether to accept or reject a match. EER
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was calculated at the operating point corresponding

represents the overall accuracy of the biometric

system. In the verification phase, four decisions are
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possible in response to a claimed identity: accept a
client, accept an impostor, reject a client, or reject
an impostor. The system may produce two types of

errors: False Acceptance (FA), when an impostor is

Number of false acceptances

FAR = 00
Number of imposor accesses
Number of false rejections
FRR = - 100
Number of client accesses
Number of Correct Acceptance
GAR = — x 100
Number of Identification Attempts
FAR(n) + FRR
ERR = LARMD @ 100

2
RESULT AND DISCUSSION

The Weighted Sum Rule (WSR), Simple Sum Rule
(SR), Product Rule (PR) and Maximum Rule (MR)
models were experimented with by implementing
face and fingerprint recognition using 128 by 128-
pixel resolution. The system was tested and
evaluated using the following performance metrics:
FAR, FRR, accuracy and computation time. All
performance metrics were analysed using a square
dimension pixel resolution stated earlier at 0.8
threshold value. Total face and Fingerprint collected

= 3 samples per 190 individuals (3%x190) = 570
TRAINING: 2 samples x 171 individuals
=342 (60% of total dataset)
TESTING: 1 sample x 171 individuals + 3 x 19
=171 +57 =228 (40% of total dataset)

In biometric recognition, the 60:40 training-to-
testing split ensures model generalization. Using
342 training samples improves feature learning,
while 228 test samples validate performance, to

ensure robust identity verification.

The dataset used contained 570 Fingerprint images
and 570 face images, 342 of the Fingerprint images
and 342 of the face images were used in training the

model while 228 of the Fingerprint images and 228
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accepted, and False Rejection (FR), when a client is
rejected. The performance of the system can be
measured in terms of these two different errors as

follows:

(10)

an

(12)

(13)

of the face images were used to test the model. The
training was carried out using WSR, SR, MR and
PR with fused Fingerprint and face. Table 1 depicts
the performance of the score-level techniques. The
performance was presented based on performance
metrics using the confusion matrix (TP, FN, FP and
TN). Table 1 details the performance of four score-
level fusion techniques; Weighted Sum Rule,
Simple Sum Rule, Maximum Rule, and Product
Rule;

involving genuine users and impostors.

on access control classification tasks

For the Weighted Sum Rule, the technique
correctly classified 161 genuine users while 10
genuine samples were misclassified as impostors.
Only 1 impostor was incorrectly accepted as
genuine, while 56 were correctly classified as
impostors. Also, for the Simple Sum Rule, 158
genuine users were correctly classified, with 13
genuine samples misclassified as impostors.
Additionally, 2 impostors were incorrectly accepted
as genuine, and 55 were correctly classified as
impostors. Moreover, for the Maximum Rule, the
technique successfully classified 154 genuine users

but misclassified 17 genuine samples as impostors.

Five impostors were incorrectly accepted as
genuine, while 52 were accurately classified as

impostors.
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Table 1: Performance of Score level techniques

Score-level fusion FAR | FRR | Accuracy Time
techniques TP PN PPN | 0py | (%) | (%) | (Seconds)
Weighted Sum | 10y | 49 | 1 | 56 | 1.75 | 585 | 9518 56.12
Rule
Sum Rule 158 | 13 | 2 | 55 | 351 | 760 | 9342 62.10
Maximumrule | 154 | 17 | 5 | 52 | 877 | 994 | 9035 67.35
Product rule 156 15 4 53 7.02 8.77 91.67 72.99

Similarly, for the Product Rule, 156 genuine users
were correctly classified, with 15 genuine samples
misclassified as impostors. Four (4) impostors were
incorrectly accepted as genuine, while 53 were
correctly classified as impostors. The results
highlight the Weighted Sum Rule as the most
effective fusion technique for access control
classification, achieving the highest true positive
rate (161) and the lowest false positive (1) and false
negatives (10). This demonstrates its superior ability
to accurately classify genuine users and impostors.
The Simple Sum Rule also performs well but has
The

Maximum Rule and Product Rule exhibit lower

slightly  higher misclassification rates.
accuracy, with higher false positives and negatives.
These findings underscore the importance of
selecting optimal fusion techniques to enhance
system reliability, minimize security risks, and
improve user experience in access control
applications. The Weighted Sum Rule technique
demonstrated the best performance among the
evaluated score-level fusion techniques, achieving a
low False Acceptance Rate (FAR) of 1.75% and a
False Rejection Rate (FRR) of 5.85%, coupled with
an overall accuracy of 95.18%. It also exhibited a
relatively fast processing time of 56.12 seconds,
indicating its efficiency and reliability for access
control systems. In comparison, the Sum Rule
showed moderate performance, with a FAR of

3.51%, an FRR of 7.60%, and an accuracy of
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93.42%, taking 62.10 seconds for processing. The
Maximum Rule exhibited a higher FAR (8.77%)
and FRR (9.94%), resulting in a lower accuracy of
90.35%, with a processing time of 67.35 seconds.
The Product Rule achieved a FAR of 7.02%, an
FRR of 8.77%, and an accuracy of 91.67%, with the
longest processing time of 72.99 seconds. These
results imply that the Weighted Sum Rule is the
most effective technique for accurate and efficient
classification in access control systems. Its superior
accuracy and minimal error rates enhance system
reliability, while its fast-processing time ensures a
seamless user experience. In contrast, technigques
like the Maximum and Product Rules, with higher
error rates and slower processing, may pose risks
such as increased security vulnerabilities and user

inconvenience.

Therefore, the Weighted Sum Rule emerges as the
most preferable technique among the evaluated
methods, offering superior accuracy, minimal error
rates, and faster processing times. Its adoption can
significantly enhance the overall reliability,
security, and operational efficiency of access
control systems compared to alternative techniques.
Empirical studies corroborate the effectiveness of
low FAR and FRR rates in enhancing system
security and user experience. According to Jain et
al. (2006), a low FAR is critical in preventing

unauthorized access, while a low FRR ensures
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minimal inconvenience to legitimate users. The
Weighted Sum Rule’s low FAR and FRR signify its
robustness in accurately classifying access requests,
aligning with previous findings that highlight the
importance of fusion techniques in biometric
systems (Ross et al., 2003). The Simple Sum Rule,
though moderately effective, and the Maximum and
Product Rules, with higher error rates, reinforce the
need for optimized techniques to minimize security
risks and improve system reliability (Oguntoye et
al., 2023). The FAR and FRR metrics are critical in
evaluating the trade-off between security and
usability in biometric systems. A high FAR poses
significant security risks, such as unauthorized
access, while a high FRR leads to user frustration
and inefficiency (Jain et al., 2004). The Weighted
Sum Rule’s optimal balance between these metrics
demonstrates its suitability for achieving both
security and user satisfaction, aligning with
established best practices in biometric security
design according to ISO/IEC 19792 standard
(McAteer 2019).

standpoint, the study supports the efficacy of score-

et al, From a theoretical
level fusion methods, particularly the Weighted
Sum Rule, as proposed in multi-biometric systems
(Ross and Jain, 2004). The findings validate the
integration of multiple biometric scores to enhance
decision-making accuracy, offering a basis for
further exploration of advanced fusion algorithms,
such as machine learning-based adaptive fusion
(Tiwari et al., 2024). Practically, the Weighted Sum
Rule’s low FAR and FRR enhance system
reliability, making it suitable for applications
requiring high-security standards, such as financial
transactions, healthcare access (Ogundepo et al.,
2022), and border control (Uludag et al., 2004). Its
faster processing time ensures scalability for real-
time applications, addressing practical challenges
like user impatience and operational delays in

access control systems (Sumalatha et al., 2024).
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Therefore, this study addressed the challenge of
determining the most effective score-level fusion
technique for biometric access control by comparing
the Weighted Sum Rule, Simple Sum Rule,
Maximum Rule, and Product Rule using a consistent
The

for

database. results provide a definitive

benchmark selecting score-level fusion
techniques, overcoming the limitations of prior
studies where inconsistent evaluation methods
hindered direct comparisons. This research provides
a unified evaluation of performance and
computational efficiency, confirming the Weighted
Sum Rule as the most effective fusion technique. It
also offers practical guidelines for implementing
fusion methods in biometric systems, ensuring they

are tailored to specific application requirements.
CONCLUSION AND RECOMMENDATIONS

This study conducted a comprehensive comparative
analysis of four score-level fusion techniques for
biometric access control using the same database.
The findings highlight the Weighted Sum Rule as
the most effective method, combining superior
accuracy, minimal error rates, and computational
This the

understanding of fusion techniques by providing

efficiency. research  advances
standardized performance metrics and addressing
the gaps identified in previous studies. The results
reinforce the importance of selecting fusion
techniques that balance security, accuracy, and
operational reliable

feasibility, ensuring

performance in real-world applications.

Organizations implementing biometric systems
should prioritize the Weighted Sum Rule due to its
superior accuracy and efficiency. For environments
requiring moderate accuracy, alternative methods
like the Simple Sum Rule can be customized based
on specific security and processing needs. Future
should hybrid

machine learning

research explore approaches,

integrating with  fusion
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techniques, to enhance adaptability across diverse
datasets. Additionally, scalability testing on larger
datasets is essential to validate the generalizability
of findings. Establishing industry standards for
unified evaluation frameworks will ensure the
comparability of biometric fusion techniques in

research and practice.
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